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The LSST General Acceptable Use Policy
Summary
This General Acceptable Use Policy details the conditions associated with use of all LSST information
resources. This classification policy is generally available to all project staff.

Acronyms and Definitions of Terms



Glossary of Abbreviations (Document-11921)
Glossary of Definitions (Document-14412)

Reference Documents
“LSST Master Information Security Policy” (LPM-121)
This document is based in part on CTSC Acceptable Use Policy Template, v2. For template updates, visit
trustedci.org/guide.
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The LSST General Acceptable Use Policy
1 Purpose and Scope
By using resources associated with LSST, you agree to comply with the following conditions of use.
For information regarding violations and enforcement, please refer to the LSST Master Information
Security Policies & Procedures (LPM-121).

2 Conditions of Use
All LSST information and all information entrusted to LSST by third parties falls into one of the classification
categories in the following table. These categories are presented in order of increasing sensitivity.
1. Users of LSST systems may only use systems in a way that is consistent with the norms for use for
equipment provided by federally funded projects. Example violations of norms include
substantive use of LSST systems for non-LSST purposes, including personal financial gain; installing
unlicensed software; subverting file permissions; impersonating others; using LSST systems as
part of an attack on other computers or electronic equipment; creation or distribution of any
disruptive or offensive messages, including offensive comments about race, gender, disability,
age, sexual orientation, religious belief and practice, political belief, national origin; storing
pornographic material of any kind; or breach of intellectual property rights or confidentiality
agreements.
2. LSST information security relies on and is governed by acceptable use policies arising from sites
holding equipment, and other entities. Multiple acceptable use policies may apply to any given
use of equipment. When multiple acceptable use policies apply, use must be consistent with the
most stringent acceptable use policy provision in any applicable policy.
3. You will not use LSST resources in any unlawful manner. You understand and agree:
a. To adhere to LSST’s export compliance policies and program, as set forth in its Export
Compliance Manual, and that exporting information controlled by the International
Traffic and Arms Regulations (ITAR) or Export Administration Regulations (EAR) to a
foreign person, inside or outside the U.S., without a license or license
exemption/exception, could result in criminal and/or civil liability for the individual
and/or organization.
b. That prior to access to LSST networks and data systems, LSST will complete a Restricted
Party Screening (RPS) for the purpose of export compliance.
4. Credentials are sensitive information and therefore cannot be stored or transmitted
5. You will not attempt to breach or circumvent any applicable administrative or security control.
6. You will have only one personal LSST User account and will keep your profile information up-todate. You will protect the access credentials (e.g., passwords, private keys, and/or tokens) issued
to you or generated to access LSST resources; these are issued to you for your sole use. Protecting

The contents of this document are subject to configuration control and may not be changed, altered, or their provisions
waived without prior approval.

1

LSST General Acceptable Use Policy

LPM-123 (rel1.1)

Latest Revision 2018-05-30

these credentials includes the following requirements:
a. You may not re-use an LSST password for a non-LSST account.
b. You must only enter your LSST password into trusted resources or a secure system
maintained by the user.
c. You must not share any of you LSST credentials with any other person. You bear

responsibility for the use of any credentials willfully disclosed to others.
d. Credentials are sensitive information and therefore cannot be stored or transmitted
unencrypted. For example, passwords may not appear as plaintext in source code.
e. You will immediately report any known or suspected security breach or loss or misuse of
LSST access credentials to site computer security and your line management.
7. You are responsible for backing up any data kept outside of designated, backed up repositories.
8. You will respect the privacy of others. Unauthorized snooping of personal data or unauthorized
access of the communications of others is a serious offense. Some types of access are a criminal
offense in some jurisdictions and could also be reported to the authorities.
9. You consent that information collected by LSST, including information provided by you for
registration purposes, as well as activity and other logs, is used for administrative, operational,
accounting, monitoring and security purposes. This information may be disclosed, via secured
mechanisms, only for the same purposes and only as far as necessary to other organizations
cooperating with LSST.
10. You understand that no information confidentiality framework is immune to failure. Risk-based
efforts are made to keep sensitive and highly sensitive data available to only authorized users.
Information classified as internal may be seen by most project staff.
11. You must understand the Data Classification found:
https://docushare.lsstcorp.org/docushare/dsweb/Get/LPM-122/ (guest viewable)
12. Screens of devices left unattended in an insecure space must lock within 10 minutes, requiring a
password, passcode or biometric to access them. Only small amounts of sensitive or highly data
in active use may reside unencrypted outside of designated repositories. All sensitive or nonsensitive data outside of a repository must be deleted after its period of active use.
13. LSST Equipment that is lost or stolen must be reported to the line manager of the person having
custody of the equipment. Additionally, non-LSST lost or stolen holding LSST credentials, sensitive
or highly sensitive information must be reported to LSST line management. The report must note
any Sensitive or Highly Sensitive data present, or suspected to be present, on the computer at the
time of loss. Passwords cached on a lost or stolen system, even if encrypted, must be promptly
changed.
14. It is the responsibility of all staff to report security incidents or violations of LSST information
security policies to the Site Security Officer of the system in question, and to their LSST line
management. It is everyone's responsibility to likewise promptly report a suspected compromise
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of systems or credentials (e.g. passwords, security tokens, SSH keys, and digital certificates) so
that abuse can be prevented as early as possible. It is an additional responsibility to fully
cooperate with incident response and related investigations.
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